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Security 500+ 987

Dedicated product PSIRT tickets

a t S C a | e security staff closed in 2020

The scale of Intel’s security
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Fastest Growing Threat

=

1.5 BILLION UP TO HALF $52 BILLION

Pl ELEMENTS OF NEW ACCOUNTS IN LOSSES FROM ID
EXPOSED IN PAST 3 ARE FRAUDULENT THEFT IN 2021
YEARS ALONE
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Digital identity proofing

What is a scalable, cost-efficient, risk-based
solution to measure the effectiveness of digital
identity proofing to ensure that individuals who
remotely (i.e., not in person) present themselves

for financial activities are who they claim to be?
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Current State of Fraud Data
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Holistic View: Single Pane of Glass
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Holistic Platform: Digital Identity Proofing
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How to Protect Data Privacy?
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Confidential Computing

» Safeguards Pll in use
* Enables swift, secure growth
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What are the threats to your data?

Third parties
Hackers . . . .
: Malicious insiders Competitors or those
Malware to exploit : :
e Those with escalated who stand to gain by
vulnerabilities in the . . : )
: admin privileges accessing data without
hypervisor or OS
consent

Data must be protected everywhere

At rest "y’ In use

Ensure data is encrypted when stored. S This has been the most challenging gap for
securing sensitive data—when it is decrypted and
exposed in system memory during active
processing.

In flight Closing the in-use vulnerability is essential to
Ensure data is encrypted when transmitted. maintain data privacy and security.
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Why data remain vulnerable
during active processing

ANATOMY OF A PRIVILEGE-LEVELATTACK

Traditionally, when a system’s BIOS, hypervisor or
OS have been compromised by a malicious attack,

the attacker’s code can gain visibility and access to
applications and data residing higher in the system
stack.
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The Answer:
Confidential Computing

PROTECT DATA IN-USE

Confidential computing uses hardware-enhanced
protection to create Trusted Execution
Environments (TEESs) to isolate and protect data
during active processing. There are varying ways to
do these, each differing by how the protection is
implemented and the size of trust boundary and
attack surface remaining.
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o " CONFIDENTIALCOMPUTING
\ 2. CONSORTIUM

GENERAL MEMBER

Confidential Computing

Intel® Software Guard Extensions (Intel® SGX) uses
hardware-aided security to provide a Trusted Execution
Environment (TEE)

Comprises a secure “enclave” where data and code are
protected, even on an untrusted or compromised
computing platform

-

S

https://confidentialcomputing.io/white-papers/

Application
Authorized User

VERITY iIntel Fortanix 15



Confidential Al Stack
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iFortanix
Confidential Al

CUSTOMER USE CASES:

Multi-Party Analytics
Anonymous Data Sharing
Anti-Money Laundering
|dentity Fraud Detection
Genomics and Biopharma
Al in Hospitals

X-Ray and Scan Image
Detection

Secure Speech to Text

inside Intel SGX

and other enclave technologies
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Identity Fraud Detection and Prevention Solution

(e

B

l Holistic Fraud Analysis

--------------------------------------------------------------
* *

o i Fortanix’ _
FIVERITY

S
II l > O Data First Multi-Cloud Security

&

Customer & Runtime Aggregated Models

Bank Transaction Data : Encryption Machine Learning
Encrypted
Enclave Datain Use

s m X 5 — ., Z — :
III —_— O @ —> @ s ATTESTATION N & ";thl @(' ATTESTATION ~ Jfe) & —g—> —————

Bank Fraud Alert ; @

' Al

‘| &% . intel

| S

Fraud Alert . :
117, 25 G
Enforcement

VERITY Intel liiFortanix



Want to learn more? Visit fiverity.com/confidential-computing

Download the eBook: Fighting Digital Fraud with Confidential Computing
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THANK YOU
FOR JOINING!
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